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GLOBAL TRIDENT

Alberto Fernández Buitrago

We are facing a new international scenario, where we are entering more and more into a gray zone.
This is a difficult time: we are living through what could be the greatest polarization in history since
World War II.

There are many factors that jeopardize our security on a daily basis, and therefore our defense, or
perhaps first our defense and consequently our security. Anyway, leaving this aside, I am going to
reflect on a silent and continuous war that is taking place in a relatively new battlefield, the
cyberspace, and specifically referring to Asian actors.

The SCO (Shanghai Cooperation Organisation), formed on June 15, 2001, is a Eurasian political,
economic and security organization whose Secretary General is Zhang Ming, a diplomat of the
Communist Party of China. The SCO is the largest cooperation organization in the world in terms of its
geographical extension and the large population it represents, even bigger than NATO.
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It is currently made up of 8 member states, 4 observer states and 6 dialogue partner states. If we
examine its components, we can see that not all of them have a cordial relationship. However, their
participation in this organization makes them a large coalition with common ideas and goals.

Three states stand out as posing a major threat, not only to national security but to the security of
NATO as a whole and, in general terms, of Western civilization.

These countries are not a possible but a very real threat; Russia and China have a great potential for
attack. On the other hand, there is Iran.

China

Firstly, China is carrying out a large number of intrusions, especially in European government sectors,
which could be described as a "new target" since China's main target was not Europe but the United
States, which, of course, does not lose its number one priority status.

I am talking about, among others, the Aquatic Panda group, a group whose mission is intelligence
gathering and which is carrying out operations on a continuous basis, demonstrating that it has a
huge operational tempo. This group in its latest actions has shown a clear interest in the defense,
government and technology sectors.

If there is one thing we have been able to observe during its latest attacks, it is that it is widening its
geographic scope and opening up its range of targets. However, this is only the tip of the iceberg, as
China has a large number of hacker groups, such as the well-known Mustang Panda, directly involved
in issues such as Russia's invasion of Ukraine, directly affecting the countries geographically adjacent
to the conflict. Or the COVID-19 restriction updates (main tools, spear-phishing), however, and that is
why we point out this case, the attacks were not focused on Europe but more on countries in East
and Southeast Asia. As for the African continent, they are concentrated in the Republic of South
Africa and South Sudan.

With these data, we can see that this is not a western domain, but a global one.

However, a large number of attacks from China have not been identified (associated, no identified)
and there has been an increase in attacks in Europe and the United States, mainly targeting the
healthcare, financial, industrial and technological sectors

As far as China is concerned, we can summarize its actions as follows:
· Attacks on a global scale in multiple sectors.
· Campaigns focused on the government sector.
· Exploitation of web services.
· Focus on intelligence gathering in the United States (in the USA and through its allies and

partners).
· Attacks that follow a constant rhythm and seem to continue at least in the medium term.

Russia

Russia, a power that currently captures the attention of the whole world due to the war with Ukraine
and its long resume as a power expert in destabilizing order. It does not fall short in terms of its
cyber- attacks, being an expert power in this field. If we look at its cyber-attacks, we can make a
classification of operations. They are the following:
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· Intelligence operations: In 2013, the Russian intelligence services through Voodoo Bear carried
out a massive disinformation and delegitimization campaign against the official institutions of
Ukraine, with the aim of reducing the confidence of its population and promoting a certain
destabilization of the country that would gradually increase in the following years. Shortly before the
beginning of the military deployment by Russian forces near the Ukrainian border, there was a
massive data theft and the elimination of some websites, this fact is attributed to Ember Bear.

· Disruptive operations: Russian cyber-attacks have always been in a latent state, so it is not
unusual, especially for Western countries, to receive the occasional attack from Russia. Shortly before
the beginning of the war with Ukraine they have increased. These attacks have been directed mostly
against countries whose governments support Ukraine. A clear example is the following in Latvia:
Baiba Kaskina, president of CERT declared in the media that her agency was detecting a large number
of attacks from Russia. Following these declarations, a few days later a cyber-attack occurred,
blocking an institutional database for the finances of political parties.

· Destructive operations: one of the best known and happened in 2017, is the well-known
NotPetya. This ransomware subverts all the functions of the system it infects, rendering it unusable.
Although it was targeted at Ukraine by infecting an accounting program, it soon spread like gangrene
all over the world affecting hundreds of countries and thousands of companies as automatically this
ransomware after an infection, scans the network and infects other systems (previously having
collected usernames and passwords). Destructive attacks were the Russian strategy during the first
six months of the war; however, they did not lead to large-scale attacks like NotPetya, but to targeted
attacks without that range of segregation.

Iran

Iran, a power strongly linked to Russia for sharing enemies. Quid pro quo? Drones in exchange for
assistance for a nuclear program, apart from their lately good trade relations e.g. energy (Iranian oil),
uranium enrichment, etc.

Iran has recently made a leap in terms of investment and arms development due also to its great
freedom in this industry. It is a country that often goes unnoticed before the enormous China and
Russia in terms of potential, and from which we should not avert our eyes, not even in the
cyberspace field since it is a great military power in this field.

When we refer to Iran in this area, the first word that should come to mind is Kitten. We can make a
classification according to the targets and working areas of these groups directly related to the
Iranian government.

· Africa and the Middle East – targets:
➔ Telecommunications organizations: Static kitten and Chrono Kitten.
➔ Government organizations: Pioneer Kitten.

· United States – targets:
➔ Government and NGOs: Charming Kitten.
➔ Technology companies: Imperial kitten.

· United States and Europe – targets:
➔ Legal and information bodies: Nemesis Kitten.

· Albania – targets:
➔ Government: Banished Kitten.
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If there is something we can observe about the Iranian methodology, it is that it has different
specialized groups for different geographic areas and targets, each one of them with a specialty in
one type of target. The vast majority of Iranian attacks are not so much destructive as
manipulative and intelligence gathering, making great use of social engineering to get their
victims, with the exception of the attacks on Albania, which, unlike the rest, are disruptive in
nature and not so much information gathering.

On the other hand, and in relation to countries with links to the SCO, we cannot overlook the
actions of countries such as India and Turkey.

What can be expected in the short term from China, Russia and Iran?

China: we can expect activity to maintain a similar intensity to what we have seen so far, with one of
its main methods of intrusion being the exploitation of web services in a totally planned manner, with
opportunism being totally ruled out.

Russia: for its part, its attacks will be directly focused, at least in the short term, -with a complete and
exclusive priority- on supporting its military actions. Main targets, Ukrainian military institutions as
well as allied countries that have an impact on the conflict.

Iran: all indications are that it will continue to attack its "enemy" countries with a mostly disruptive
approach and intelligence gathering in very specific and reduced sectors.

How does all this a�ect Spain?

For our part, in order to continue guaranteeing Spain's security against any type of cyberattack, it is
necessary to maintain a continuous state of deterrence that keeps the enemy at bay.

That is why a continuous synergy between three fundamental pillars is necessary: defense (in its
three forms: preventive, proactive and reactive), intelligence (with its situational awareness and early
warning capability) and response (with a character proportional to the threat and surgical precision).

Therefore, we must be prepared for an active defense.

Sun-Tzu said "if you know Heaven and know Earth, you may make your victory compleate", today,
twenty-five centuries later, we must note in the margin of the sentence an observation, "cyberspace".

Defense is the means, security the aim.
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